
Case Study

Improving security 
coverage and efficiency 
with attack path technology
For a lean security team, efficiency with time is 
key. Thanks to the power of Lightspin’s attack path 
platform, Laka is focusing on what matters most 
and ensuring they have best in class cloud security 
coverage for their business. 
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The Challenge

Laka is a growing business and resourcing is a challenge. For 
the cloud security team reducing their manual headache 
was a top priority. Laka’s team of developers and security 
engineers were using cloud security posture management 
tools that were able to scan their AWS and Kubernetes 
environments but not able to provide any remediation advice 
or prioritization of alerts. The team needed a tool that could 
help them reduce their tedious and time-consuming manual 
efforts scanning thousands of non-critical security alerts, 
while simultaneously providing all the cloud security tooling 
they needed in one seamless platform. 

Laka needed a cloud security solution that could provide 
them with the prioritization, clarity, and remediation they 
needed to work more efficiently and effectively. 

Industry:  Insurtech

Multi-million pound 
insured value in the 
UK and across Europe 
 
Laka offers insurance 
for retail and 
commercial customers 
ranging from 
enthusiast cyclists and 
commuters to e-cargo 
bike drivers and 
delivery fleet riders.

“As a cloud-native business, we’re extremely careful 
about how we orchestrate our infrastructure, and have 
stringent controls on access and deployment mechanisms. 
We are a regulated company, and it was essential for us 
to have a cloud security solution we knew we could trust 
to keep our environments better protected while saving 
our team time and energy daily. Lightspin saves our team 
several hours a day by removing the guesswork in security 
findings and alerts, delivering the prioritized critical 
attack paths that matter most to our business.” 

Ben Allen 
CTO & Co-Founder at Laka
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The Solution

Lightspin has provided Laka with an integrated, 
single platform that consolidates all their 
disparate cloud security tools into an easily 
consumable format. By surfacing critical 
attack paths and providing remediation advice, 
Lightspin unified the tools Laka’s team needed 
most, saving them time, resources, and manual 
headache.

Laka’s team of cloud security engineers and 
developers have now gained time back in their 
day to work on other projects and build more 
business value rather than combing through 
thousands of security findings. Since Laka is a 
regulated business, security and cloud security 
in particular, are top priorities. With Lightspin, 
the Laka team can rest assured that they have a 
platform working on their behalf that will focus 
on the major and critical security issues so that 
their development team can spend more time to 
add value in other areas including coding unique 
business features their customers want.  

Daily, Laka’s team leverages Lightspin’s attack 
path discoveries to surface their most critical 
and potentially vulnerable risks. The Laka 
environment is complex, running on AWS public 
infrastructure alongside Kubernetes across the 
entirety of their platform. Laka needed a partner 
they could trust to understand the potential risks 
and security issues and think like an attacker to 
improve their cloud security posture and help 
them keep their environment more secure. 

Beyond the key and critical attack paths and 
remediation advice, Lightspin easily fit into 
Laka’s technology stack. The integration was 
seamless and had easy Jira and Slack integrations, 
improving the team’s ability to hook into the 
tools quickly and start working right away.

  

The Results

• Less than 5 minutes to integrate and 
discover critical attack paths 

• 98% noise reduction of total alerts 
& security findings 
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Lightspin is the #1 cloud security solution for SaaS companies of all sizes. 
Agentless and easy to deploy, Lightspin’s Cloud Native Application Protection 
Platform (CNAPP) efficiently prioritizes and remediates cloud security risks in 
minutes thanks to the industry’s only Attack Path Engine built on the graph. 
Supporting Amazon Web Services, Google Public Cloud, Microsoft Azure and 
Kubernetes, Lightspin simplifies cloud security and compliance via its self-serve 
offering and graph-based algorithms. Based in New York and Tel Aviv, Lightspin 
is backed by Dell Technologies Capital, IBM, and Ibex Investors. Leading SaaS 
companies such as PageUp, NEXT Insurance, and Imperva trust Lightspin to 
protect their data and workloads in the cloud.  

To learn more, visit www.lightspin.io


