
Case Study

From early stages to 
product maturity, 
Lightspin helps PayEm 
scale and secure their 
cloud from the inside out
Increased visibility through Lightspin’s CNAPP 
solution helps to power PayEm’s dynamic growth 
safely and securely
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The Challenge

In the early days of their company, PayEm was working with 
many cybersecurity tools to ensure that they were safe from 
potential attacks from the outside. As a fintech company, 
proactively tracking and managing potential risks is essential 
to business health. Managing the organization’s cloud 
security in the beginning meant limited access dedicated 
to one or two team stakeholders, but as the team grew and 
more developers joined, they needed a comprehensive tool 
that could shed light on their multi-cloud configurations.

Omer Rimoch, Co-Founder and CTO of PayEm, was on the 
hunt for a cloud security tool that could offer the same 
visibility as their external cybersecurity tools, only looking 
from the inside out.

Industry:  Fintech

PayEm reduces friction 
and tedious tasks 
for finance teams, to 
increase productivity, 
reduce risk, and lower 
operating costs to 
drive business growth.

PayEm is the end-to-
end finance operating 
system that uses 
technology to offer 
control, transparency, 
and automation.

“Because we’re operating in the fintech space, 
we need to always be secure – from the inside 
out. We were looking for a tool that could 
plug into our cloud and track usage within the 
cloud – identifying attack paths and internal 
vulnerabilities. I wanted more than just baseline 
coverage, I wanted to make sure that we are 
continually secure from the inside out.” 

Omer Rimoch 
CTO & Co-Founder at PayEm
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The Solution

Lightspin provided Omer and his team with 
the visibility and tracking they needed across 
their AWS environment. Through the graph 
discovery feature, the team could easily view 
their environments in their entirety and drill 
down to see how and where different resources 
and assets were connected. The platform gives 
Omer peace of mind that his team can track and 
easily see the full picture of their cloud, especially 
as they scale and further expand their presence 
in the cloud. Additionally, the attack path engine 
equipped PayEm’s team with the ability to easily 
concentrate on the most critical vulnerabilities 
and solve them through the out of the box 
dynamic remediation offered in the dashboard.

“As a CTO, I need to see big value in a product 
for something I think may be a problem,” said 
Omer. “In fintech, we’re operating in a space 
requiring ongoing best practices in security 
and compliance. We needed a tool that could 
ensure visibility into our cloud and verify that any 
changes our team makes to the infrastructure 
as we develop new capabilities, would not be 
leaving us exposed to any potential risks.” On a 
day-to-day basis, the team verifies through the 
Lightspin dashboard that any major changes they 
may have made to the infrastructure never create 
unnecessary exposure – it’s an additional sanity 
check on the work the team does.

Part of PayEm’s selection of Lightspin was 
prompted by Omer’s belief in the leadership team. 
From the initial engagement to the ongoing 

relationship between the two companies, the 
goal has always been to solve the problem. It isn’t 
about just ticking off an item on a checklist to say 
that there is a cloud security tool in place, at the 
end of the day, it’s about ensuring the product 
brings the value it has promised, and Lightspin 
delivers.  

The Results

• 98% noise reduction

• 100% visibility across multi-cloud 
environments (AWS & GCP)

• 356 Lightspin prioritized CVEs
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Lightspin is the #1 cloud security solution for SaaS companies of all sizes. 
Agentless and easy to deploy, Lightspin’s Cloud Native Application Protection 
Platform (CNAPP) efficiently prioritizes and remediates cloud security risks in 
minutes thanks to the industry’s only Attack Path Engine built on the graph. 
Supporting Amazon Web Services, Google Public Cloud, Microsoft Azure and 
Kubernetes, Lightspin simplifies cloud security and compliance via its self-serve 
offering and graph-based algorithms. Based in New York and Tel Aviv, Lightspin 
is backed by Dell Technologies Capital, IBM, and Ibex Investors. Leading SaaS 
companies such as PageUp, NEXT Insurance, and Imperva trust Lightspin to 
protect their data and workloads in the cloud.  

To learn more, visit www.lightspin.io


